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STRENGTHENING THOUGHT LEADERSHIP |
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Sopore A Workd Commertry Db Sport | GG ) e Clon VOO Pt Privacy Ninja's DPO-As-A-Service Bolsters Data
Protection & Cybersecurity of over 200
Organizations in Singapore

smgapore ?tart.up catches compUter - SINGAPORE / ACCESSWIRE / August 2, 2021/ Privacy Nins s the appointed Data
bugs for a ||V|ng, and wants more to = Protection Officer (DPO) of over 200 organizations in Singapore;just purely for its

first-of-its-kind outsourced DPO service (DPO-as-a-Service). The appointment of a
dO the same DPO is mandatory for all organizations in Singapore. Through years of expertise in
the industry, it has positively confirmed that most businesses wait until their systems
80 v (= n Y, ly s
AntiHack me is hoping to change how people think about cybersecurity services, and have been compromised before they take cybersecurity seriously.

how pay-as-you-use methods ke bug bounties could play a pivotal role in

safoguarding against vulncrabilities

y Ninj: de Ng, CTO

This s reflective of how global statistics have shown a significant increase in data

breaches in a short span of time. In Southeast Asia (SEA) alone, incidents were
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quarter of 2021 for burgeoning economies like Vietnam, Malaysia, and Singapore.
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Affordable Cybersecurity Outsourced DPO Service
Channel NewsAsia - Sep 2018 Yahoo! News - Aug 2021
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OCBC Bank Scam
Zaobao - Feb 2022
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STRENGTHENING THOUGHT LEADERSHIP |

SINGAPORE

More children cheated in game scams;
counsellors urge peer support and
parental supervision

THESTRAITS TIMES

SINGAPORE 106N SF susscRs

Posting photos of your boarding pass
could allow strangers to cancel your
holiday

Change/ cancel flightiily ’A
Change food,

Change seat
Wpgrade seat "‘
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Date offbirthy
Email [

Mobilefatmk

THESTRAITSTIMES
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Atleast 93 victims lost $56.2m to
business e-mail compromise scams
from Jan to March 2022: Police

Jessie L and Yeo Shu Hui

Mr Andy Prakash, co-founder of cyber-security firm Privacy Ninja, said that games
which tnwolve rems that are highly rare and can only be obratned through loot

boxes may ke :

Melody (not her real name), whowas playing the game Murder Mystery on the
placform, wanted touse t dits o buy weapons tolevel-up

character.

.-
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Mr Andy Prakash, co-founder of eyber-security fim Privacy Ninja, showed The
Straits Times how by using these details, one can view someone's full name,
passport number, e-mail address and mobile phone nuber.

It derails of a. f the tickets
are under the same booking.

Mr Andy Prakash, co-founder of cyber-security firm Privacy Ninja, noted how in
such scams, recipients of these e-mails may not be able to spot any signs that the e-
il fed, if they do. il

He said: “Us fewan d a victim an e-mail dds
hich der they youknow
found. the e-mail, you wil

not be able to spot the difference”

Game Scams
Straits Times - Mar 2022

Data Privacy
Straits Times - Jun 2022

Business Email Compromise
Straits Times - July 2022
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The Past Landscape

e Email threats were not yet as sophisticated as
they are now

e Smart everything wasn't as prevalent (e.g.
smartphones, smart appliances, etc.)

e The lines between personal and professional
were not as blurred

e Anemerging trend in cyber crime as a profitable
business

Cyber Security Today: What it Means For You Privacy Ninja



The Present Landscape

Unprecedented expansion of personal digital
territory

The lure of convenience, at the price of
protection taking a back seat

Blurred lines between personal and
professional

The rise of Ransomware-as-a-service

Cyber Security Today: What it Means For You
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Types of Hacking & Their Impact on
Individuals or Organisations

Singapore

New type of phishing scam targets
bank customers with spoof SMSes:
Police

AR @ internet-alerts-dbs.com ¢

-DBS- A payment was
attempted. If this was NOT you,
visit: httos:/finternet-alert

fhae oird

An one-time DBS/POSB Funds

Transfer of SGD1000.00 from BDBS
A/C ending 2952 to VELOCITY

KICKZ LTD (A/C ending 1038)

on 06 Jul 18:40 (SGT) was

completed. If unauthorised, call

SINGAPORE: Banking-related phishing scams have re-emerged in the form of spoof
SMSes that trick victims into thinking they were sent by their bank.

Atotal of $$1.07 million was lost in 374 cases of such scams between January and
May this year, said the Singapore Police Force (SPF) in a news release on Saturday
(Jul10).

Lured by $2 payout, woman in S'’pore
lost over $70,000 in job scam

Yeo ShuHui

SINGAPORE - All it took was a few clicks to like a few videos and comments on a
social media page, and Amanda (not her real name) earned 2.

"I thought it was a pretty simple task,” she said, adding that she was paid via
PayNow.

Cyber Security Today: What it Means For You
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Types of Hacking & Their Impact on

Individuals or Organisations

Singapore

SGH files police report over fake
invoice scam

-_y/" Singapore
l General Hospital

Reg No: M30368910N. TAX INVOICE.

Mdm See IS Case No , 20192510226
e

——|

Location : surgery wards |

SINGAPORE: The Singapore General Hospital (SGH) said on Saturday (Oct 26) that it
has filed a police report over a fake invoice scam.

The hospital also cautioned members of the public against falling for such falsified
documents.

Singapore

MOH warns of scammers
impersonating its employees, COVID-
19 contact tracing teams

SINGAPORE: The Ministry of Health (MOH) said it was aware of scammers using
automated voice calls or impersonating its staff members and COVID-19 contact
tracing personnel.

Fraudsters have requested personal information from people, including financial
details; or have asked them to collect documents from the ministry, MOH said in an
advisory on Friday (Mar 27).

Cyber Security Today: What it Means For You
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Types of Hacking & Their Impact on
Individuals or Organisations

—— Shipping company loses $1.8m from THESTRAITSTIMES SINGAPORE
IN FOCUS: How ready is Singapore
for a major ransomware attack?

fraudulent payments in email scam Personal info of 1.5m SingHealth

patients, including PM Lee, stolen in
Singapore's worst cyber attack
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SINGAPORE: Imagine being in a large, dark house - there are cameras, but you can't
see in all the corners. Ashipping company has failed in an attempt to recover $1.8m from Standard Chartered Bank that

< 5 3 =5 g was paid fraudulently after an unknown third party accessed the client’s email account in an
This is how Mr Eric Nagel, general manager for APAC at cybersecurity firm

Cybereason, characterises the way the company hunted down a ransomware attack
in a high-end Asian manufacturing company. Marcus Hand | Jan 10, 2018 o 10f3 « ut

apparent "whaling" scam.

Cyber Security Today: What it Means For You Privacy Ninja



Online Fraud

€& Your Account With Us > | & vanertm.com/sa/main/Login/ @

OI A vanertm.com/sa/main/VerifyCe I[ :

NETFLIX Sign out

To ,yahoo.com
Date Today, 18:13

STEP30F3
Verify your credit or debit card.

VISA n @ e’

First Name

NETFLIX

Update current billing information

Last Name

Unfortunely, we cannot authorize our payment for next
billing cycle of your subcription, Netflix was unable to

recieve a payment because the financial institution Remember.me Neadhelp?
rejected the monthly charge.

Card Number

Expiration Date (MM/YY)

To resolve this issue, Please update your payment
information by pressing the button below. ' Sign up now

I Update Payment I

Security Code (CVV)

Billing Zip Code

This message was sent by Netflix as part of membership .
SRC: 64555079_en_GB

Verify card

Cyber Security Today: What it Means For You Privacy Ninja



Online Fraud

12:19 all T @m)
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Today ai 06:38

Re: Action Required!

GRAB
Verify Your Email Address

We are unable to validate your email address on your
account. To make your Grab account more secure and
to receive important messages and transaction history
from Grab, please use the button below to verify your
email address. A confirmation message will appear
subsequently.

I Verify Email Address I

“This verification email is valid for 48 hours only.

Copyright 2021 GrabTaxi Holdings Pte. Ltd. All rights reserved.

1w B K ]

New Message

Cyber Security Today: What it Means For You
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< Mail

AA I & rrg-ny.com I ©

Gf@@ English v

Log in to your account.

Login

Forgot password? Click Here

or

This site is protected by reCAPTCHA and the Google Privacy Policy and Terms of
Se

apply.

Privacy Ninja



Online Fraud

11:07 ol T @)

<O Microsoft account unusual... A~
Microsoft account

Unusual sign-in
activity

We detected something unusual about a recent
sign-in to the Microsoft account

Sign-in details

Country/region: NIGERIA

IP address: 109.67.14.99

Date: Sun, 20 Mar 2022 20:51:33 +0100
Platform: Linux

Browser: FIREFOX

Please go to your recent activity page to let us
know whether or not this was you. If this wasn't
you, we'll help you secure your account. If this
was you, we'll trust similar activity in the future.

it was!

To opt out or change where you receive security
notifications, click here.

Thanks,
The Microsoft account team

1w B QA 4]

New Message

Cyber Security Today: What it Means For You

Cancel

No it wasn't me

I To: confirmation.signin@gmail.com I

Cc/Bcc, From:

Subject: No it wasn't me

Sent from my iPhone

®

return

g

Privacy Ninja



Online Fraud

15:12 wl T %)
<« WhatsApp
< B o & -
Confirm the payment of 2.99 SGD
A,
Inbox W
Last Reminder : SingaPost 13:07 a e
to ninjas ~
From Last Reminder : SingaPost
yunusemre@oncuas.com.tr

To ninjas@privacy.com.sg
Date 10 Mar 2022, 13:07

Standard encryption (TLS)

Learn more

Dear Customer,

Plesase informs you that your package is waiting to

be delivered.

Confirm the payment of 2.99 SGD at the link below.

Tracking number: SG/2938456

Note: The verification process must be completed
within the next 02 days.

13:12
« pp
I & goldenmotor.ca

< Back to store

Total

Transmission code: SGD /
2938456

Express package

2,99EU

=

& Payment Information

Name*

Surname”

card number*

XXXX XXXX XXXX XXXX

date d'expiration

MM/YYYY

Card Verification Value Code™

—_—

)
®
&
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Online Fraud

11:02 il 4G @)

<« Safari

< 8 U =

DHL-Express = inbox %
Fees to be paid: 2,65 SGD 10:50 “a -
to ninjas v

Dear Customer,

Dhl Express informs you that your shipment
#7140012563 is still waiting for your instructions.
We invite you to correct your address and pay the
new shipping costs (2,65 SGD) pay to start

delivering your package.

Note : The verification process must be

completed within the next 02 days.

send my package

1:27 ol T @)

Done Iﬁ gress-daribow.easywp.com lA ©

Cyber Security Today: What it Means For You
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#7140012563

Ship Now

Find the right service

Get a Quote

Estimate cost to share and compare

DHL for Business

Shipping regularly? Request a business account and
profit from exclusive benefits

Privacy Ninja



Recent Hacking Incidents

e Data of some 129,000 Singtel

LI IR L | e 129,C ‘
, = a customers, including NRIC details,
o - C

stolen in hack of third-party system

Singapore Home Cams
Hacked And Stolen Footage
Sold On Pornographic Sites

2 firms fined $$43,000 in total over personal data
breaches affecting Mindef, SAF personnel

ﬂ By LOUISATANG

Cyber Security Today: What it Means For You
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Recent Hacking Incidents

Breach of the Protection Obligation by Audio

I

14

At

Se(

Breach of the Protection Obligation by Vhive

16

A fir

per

Breach of the Protection Obligation by

Loy

19 M

A fina
to pro
and e

C
"

A
re

ha

Breach of the Protection Obliaation bv Trinitv |

Breach of the Protection Obligation by Tanah
Merah Country Club

18 Feb 2022

A financial penalty of $4,000 was imposed on Tanah Merah Country Club for failing to put in place
reasonable security to protect personal data in its possession. The incident resulted in personal data

being accessed.

Cyber Security Today: What it Means For You Privac‘;}’Ninja



Cyber Hygiene

May we have two volunteers
Please share your business email with us.

Cyber Security Today: What it Means For You Privacy Ninja



Cyber Hygiene
Demonstration Exercise

Email spoofing from Person A

to Person B.

Cyber Security Today: What it Means For You Privacy Ninja



Cyber Hygiene

Malicious downloads can be masked as an innocent looking attachment until they are opened. To
ensure that you will never fall victim to these attachment shams, always practice these 3 rules:

:_““ ~.  Link (Any Website Link)
:n" « Always make it a habit to inspect a link / copy and paste in a new tab

", Document (Excel, MS Word File or PDF)
B’ » Double check the document if you're not expecting to receive the file

B\, Image (.exe file masked as a file - E.g Virus, Trojan, Keylogger, Ransomware)
4 » Double check the document if you're not expecting to receive the file

Cyber Security Today: What it Means For You Privacy Ninja



Cyber Hygiene

Verify the authenticity of requests from companies or individuals by contacting
them directly

+ Paying of invoices to suppliers, claims or urgent payment

Be suspicious of unknown links or requests sent through email or text message

* Avoid opening Software or Files if you're not expecting it
« Turn off the option to automatically download attachments

Cyber Security Today: What it Means For You Privacy Ninja



Cyber Hygiene

3
Do not give out personal information

+ Do not reveal personal or client’s particulars over electronic means
* Avoid sending any form of logins online

Set secure passwords and don't share them with anyone

» Avoid using common words, phrases, or personal information and update reqularly
+ Use minimum 8 to 12 characters with complexity (Xyyyyyy123!)

Cyber Security Today: What it Means For You Privacy Ninja



Cyber Hygiene

Multi-Factor Authentication

« Enable Two-Factor Authentication (2FA) when available

Keep your operating system, browser, anti-virus and other critical software up
to date

« Security updates and patches are available for free from major companies
» Schedule Full Scans as often as possible, have the "Kiasu” mentality

Cyber Security Today: What it Means For You Privacy Ninja



Cyber Hygiene

Pay close attention to website URLs & File Extensions

Malicious websites use a variation in common spelling or a different domain (.com instead of .net)
« Enable viewing of full file extensions for windows machines

“Sound Off”, not Brush Off

* Report any improper cyber hygiene being practiced at the workplace
« Alert the IT administrator/CISO of any suspicious email, better safe than sorry

Cyber Security Today: What it Means For You Privacy Ninja



Cyber Hygiene

9
Social Media Presence

+ Keep your personal information off the internet
« Change your account settings from public to private, and change privacy and security settings to
prevent search engines from indexing your profile page.

Connecting to Unknown Networks
+ Ensure the integrity of any access point you connect to
« If you have to access the internet thru public wifi, connect using a VPN

Cyber Security Today: What it Means For You Privacy Ninja



Cyber Hygiene
https://www.brightcloud.com/tools/url-ip-lookup.php

ANTIHACK.ME

Look up URL or IP:
Web Reputation:
Ny - Low Risk (74 of 100)
I'm not a robot Ao
reCAPTCHA Request a reputation change

Sricacy - Terre

Web Category:
LOOK UP - Computer and Internet Security

Request a category change

It you have a mutualy exsculed agreemant with Wabroot, those

farms 200 10 your use of the BrightCioud Service. If you da not

nave 3 mutually axecuted agreamant with Wabroot, iy cicking Web RGPUtatlon Influences: Impact:
*LOCK UP*, you agree % the torms and conditons of tha - NO infecﬁons pasl 12 months s
ErightClocd Trveal Inlsligance Service for Entarprse Agmemant - Medium popularity L

- 17 months old (established) s

Cyber Security Today: What it Means For You Privacy Ninja
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Cyber Hygiene

https://haveibeenpwned.com/

'“--have i been pwned?

Check if you have an account that has been compromised in a data breach

email address

Cyber Security Today: What it Means For You Privacy Ninja


https://haveibeenpwned.com/

Cyber Hygiene

Password Managers

LastPasse««s| 1Password ?c‘lashlane

Cyber Security Today: What it Means For You Privacy Ninja



Privacy Guidelines

e Aslong as personal data / sensitive information is
to be collected, perform a Data Protection Impact
Assessment (DPIA) before commencement.

e Always leverage on latest security standards and
best practices to access/secure data (in-transit or
storage), example encryption and authentication.

e Adhere to the retention policy and dispose
personal data / sensitive information properly.

e Perform due diligence (PDPA Compliance & Cyber
Security) on third parties whom you may be
disclosing personal data / sensitive information to.

Cyber Security Today: What it Means For You Privacy Ninja



PDPA & Data Protection Officers

(Requirements & Penalties)

Elevating Your Brand,

One Pll ata Time

The Role of the DPO

«” Ensure Compliance of PDPA
« Foster Data Protection Culture
«/ Mitigate Pl related Issues

v Identify & Alert Any PII Risks

/ Liaise with PDPC

Cyber Security Today: What it Means For You

Appointing a DPO is mandatory for all
organisations in Singapore

Failure to do so risks a fine of up to 10% of
annual gross turnover / $1 Million

Develop internal capabilities

PDPA Fundamentals

DPO Practitioner Certification

Certified Information Privacy Manager (CIPM)

Outsourced DPO Service

Privacy Ninja



PDPA & Data Protection Officers
(Requirements & Penalties)

e Implement email authentication protocols to
prevent Business Email Compromise (“Email
Spoofing”) on your domain

/ e Don't underestimate what an anti-virus
software installation can detect & prevent

e Conduct periodic/annual Vulnerability
Assessment & Penetration Tests (VAPT) on
systems and network

e Conduct regular PDPA / Cyber Hygiene
trainings for employees

Cyber Security Today: What it Means For You Privacy Ninja



CASE STUDIES |

Breach of the Protection Obligation by North
London Collegiate School (Singapore)

18 Feb 2022

A financial penalty of $10,000 was imposed on North London Collegiate School (Singapore) for failing
to put in place reasonable security arrangements to prevent the unauthorised access of its student

applicants’ personal data residing in a website directory folder.



CASE STUDIES |

From December 2019 to July 2021, parents of prospective students could submit documents for
admission applications via the Organisation’s website (https://nicssingapore.sg/).

However, the website directory/folder was not adequately secured from automatic indexing by
web crawlers. As a result, the submitted documents were indexed by search engines and could

show up in online search results.

S/IN Type of Document Number of Individuals
(Scanned or Electronic Copies) Affected

1 Passport 1,742

2 Identity cards (i.e NRICs) 1,714

3 Digital Photographs of applicants 720

4 Birth Certificates 709

5 Academic Reports 676

6 Immunization Records 670




Follow us for your daily dose of cybersecurity
news and cyber hygiene tips

PrivacyNinjaSG

Privacy-Ninja-Singapore

@PrivacyNinjaSG
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privacy.com.sg
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THANK YOU FOR HAVING US!

| Singapore
Co-hosted By: ‘ Association

~ for Private Education

ANDY PRAKASH Q & A

https://www.linkedin.com/in/
andy-prakash/
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